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Abstract—With the ever-increasing network intrusion tech-
niques, the effectiveness of conventional Network Intrusion De-
tection Systems (NIDS) solutions has become limited. In response,
machine learning-based NIDS are proposed as an alternative to
handle new designed intrusions. However, building NIDS based
on machine learning techniques requires high-quality labeled
datasets which can cost large amount of time and resources. In
this paper, we propose and evaluate a domain adaptation method
designed for NIDS. First, we use raw packets and NFStream to
represent flows as images. Then, we rely on convolutional neural
networks to extract features, and gradient reversal to perform
domain adaptation. Hence, leveraging a labeled dataset (source
domain) to build models that perform well on unlabeled dataset
(target domain). Finally, we leverage suitable intrusion detection
metrics and three publicly available datasets, including USTC-
TC2016, CIC-IDS2017, and CUPID to perform performance
evaluation. The obtained results show that we need to further
investigate domain adaptation techniques for NIDS.

Index Terms—network intrusion, domain adaptation, CIC-
IDS2017, gradient reversal, convolutional neural network

I. INTRODUCTION

In recent years, the continuously growing number of cy-
berattacks has introduced new challenges to the security of
computer networks [1]]. Network Intrusion Detection Systems
(NIDS) have arisen as an important component in safeguarding
sensitive information, critical infrastructures, and the integrity
of data transmission in both private and public sectors [2f], [3]].
These systems provide the capability to detect and respond
to malicious activities in real time. The development of
successful NIDS based on machine learning depends heavily
on high-quality labeled datasets. These datasets play a crucial
role in training machine learning models and assessing their
performance under various conditions. However, collecting
and annotating such labeled datasets presents a great challenge
due to several factors [1]. First, the dynamic nature of cyber-
attacks demands datasets that encompass a wide array of
attack types and normal network behaviors, making it tough
to curate comprehensive and representative NIDS datasets.
Next, the manual annotation of network traffic data by domain
experts is a time-consuming and resource-intensive process.

Ben Guerir, Morocco

Ben Guerir, Morocco

Additionally, the sensitivity and privacy concerns surrounding
real-world network traffic limit the sharing and distribution of
large-scale labeled NIDS datasets. Consequently, the scarcity
and costliness of high-quality labeled datasets are significant
bottlenecks in the advancement of NIDS research. Thus,
researchers have explored alternative solutions such as weak-
supervised and domain adaptation methods to alleviate these
challenges.

Domain adaptation techniques [4] are a promising solu-
tion to address the scarcity of NIDS labeled datasets. These
methods aim to bridge the gap between labeled source do-
mains (e.g., publicly available datasets) and target domains
(e.g., private or real-world networks) by leveraging knowledge
transfer and adaptation mechanisms. This approach effectively
circumvents the need for extensive labeled datasets in the tar-
get domain while still improving the performance of NIDS in
cross-domain scenarios. In addition, a machine learning model
optimized using a NIDS dataset performs poorly when tested
with another NIDS dataset [5]]. Hence, domain adaptation may
help models catch invariant features and improve network
intrusion detection performances.

In this paper, we propose and evaluate a domain adapta-
tion method for NIDS. Our technique consists of presenting
flows as images based on raw network traffic and NFStream
[6]. Then, we use a 1D convolutional neural network to
extract features from raw flows. We rely on the gradient
reversal layer [7] to perform domain adaptation and focal loss
[8] to optimize our network attack classifier. We performed
various experiments to evaluate the performance of domain
adaptation, we also evaluated the performance of optimized
models with unseen datasets. We use three publicly available
datasets, including USTC-TFC2016, CIC-IDS2017 [9], and
CUPID [10]. The obtained results show that we need further
investigations to build effective NIDS models based on domain
adaptation. The rest of the paper is organized as follows:
Section 2 presents some works that applied domain adaptation
in the field NIDS; Section 3 describes our domain adaptation
method for network intrusion detection; Section 4 gives all the
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Fig. 1. Extracting raw flow features based on packets bytes and NFStream

necessary information about the experimental evaluation; and
Section 5 presents the conclusion and perspectives.

II. RELATED WORK

Few works addressed the challenge of transfer learning
between different NIDS domains. In this section, we describe
various works that applied unsupervised domain adaptation
methods for NIDS. In the paper [5], the authors built various
network flow classifiers based on machine learning methods,
namely decision tree (DT), random forest (RF), logit, k
nearest neighbor (k-NN), artificial neural network (ANN), long
short term memory (LSTM), and gated recurrent unit (GRU).
They found that when the training and testing are sampled
from the same dataset the models reach high performances.
However, when the training and testing datasets are differ-
ent (sampled from two different datasets) the models score
very bad performances. They used the Kyoto+2006, NSL-
KDD, and gureKDD datasets with a 80% training and 20%
testing split to evaluate their methodology. The authors used
accuracy and Fl-score as the main performance measures.
In [11f], the authors aim at detecting attacks within smart
grid networks. They leverage adversarial training to adapt
optimized models on new data collected at different times.
The paper shows that domain adaptation techniques improve
the model performances when compared to conventional ML-
based NIDSs. The main metric for evaluation was the F1-
score. Another work [[12] proposed a NID framework based
on a weighted adversarial nets-based partial domain adaptation
method. The idea consists of mapping two domains (source
and target) to a domain-invariant feature space. They use a
publicly labeled dataset (CIC-IDS2017) to build a model able
to detect attacks within an IoT unlabeled dataset. Similarly,
the authors [13|] proposed and evaluated adversarial domain
adaptation methods to handle the lack of labeled data. They
evaluated their proposal according to two scenarios: 1) Same

feature space where the source and target datasets have the
same feature space; 2) Different feature space where the target
dataset has a different feature space. Various experiments
were performed using the NSL-KDD [14] and the UNSW-
NB15 [15]] datasets. The metrics used to measure the model
performances are the accuracy and F1-score. The last paper [3]
introduced a method which consists of using an unsupervised
technique for intrusion detection based on domain invariant
features extracted by an adversarial domain adaptation method
from different network domains. The main idea is to extract
invariant features by training an adversarial neural network on
source domains then train a one-class SVM model using these
invariant features. They performed extensive experiments with
both NFv2-CIC-2018 and NFv2-UNSW-NB15 datasets [[16].
Their method achieved good cross-domain performance. The
main metric used in this work is the Fl-score.

All the discussed works have contributed to the NIDS
domain adaptation challenge, all these methods measured the
performance of models with the target domain, however they
never measure its performance on unseen dataset. In addition,
the presented works used the accuracy and Fl-score as the
main metric for performance evaluation. In our work, we
fill these gaps by performing evaluations with unseen dataset
and we use suited metrics for intrusion detection, including
detection rate and false detection rate.

III. METHOD

In this section, we present the two main steps we performed
to build a domain adaptation method for NIDS. First, we
extract raw features from packets using the concept of the flow
and NFStream [[6], we named this step Data preprocessing.
Then, we design the neural network architecture and the
objective function to perform domain adaptation, this step is
called Domain Adaptation for NIDS.
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Fig. 2. Domain adaptation technique for NIDS

A. Data preprocessing

We compute raw flow features based on network packet
bytes and NFStream [6]]. The process involves analyzing the
packets’ information to identify and group them into coherent
flows. These flows represent the communication between dif-
ferent hosts or endpoints on a network. Figure ] illustrates the
process of extracting raw flow features from network packets.

First, network packets are captured from the network using
NFStream [6]. This tool intercepts the packets passing through
a specific network interface or captures them from network
traffic logs. Next, we build network flows by grouping pack-
ets according to the 5 tuples fields (source and destination
addresses, source and destination ports, and the protocol
attribute). Finally, we represent each flow by concatenating its
first 40 packets bytes. If the flow contains less than 40 packets
we perform 0 padding. In addition, we consider only the first
300 bytes from each packet, if the packet size is less than 300
we perform also 0 padding. Thus, each flow is represented as
a matrix of bytes with the shape (40, 300). Figure [I] presents
samples of raw flow features extracted from packets bytes. We
divide raw flow features by 255 to normalize features since
the values of bytes are between 0 and 255.

B. Domain Adaptation for NIDS

We employ the DANN [7] to transfer knowledge from a
source domain (source NIDS domain) to a target domain (tar-
get NIDS domain), even when the two domains have different
characteristics. Figure [2| depicts the overall architecture of

the proposed domain adaptation method for NIDS. It consist
of three main module, including features extractor, gradient
reversal layer, and class and domain classifiers.

Features Extractor: Our features extractor leverages convo-
lutional neural networks to extract valuable features from the
raw flow representation. It consist of 3 convolutional layers.
Each layer applies the following pipeline: 1D convolutional
operation, Rectified Linear Unit (ReLU), and Max Pooling
1D. In the first place, we apply a 1D convolution operation
to the raw flow representation. Let p; € R3%° the normalized
packet bytes representation of the ¢-th packet within a flow. A
flow is then represented by the following equation:

F=pi®p2® - ®p3oo (D

where F' and @ are the raw flow representation and the
concatenation operator. Given a raw flow representation F' of
size (40,300) and a kernel w of size (300, K), the first 1D
convolution operation can be defined as follows:

vin) = (Frw)lnl = 3 Fln+K-wll] @)
k=0

where y[n] is the output at position n, x[n] represents the
flow’s packet at position n, and w[k] denotes the filter coef-
ficient vector at position k. The other convolution operations
consider only a 1D signal as input, consequently, the filter size
is K. This process is repeated for each position n in the raw
flow representation, resulting in an output sequence of length
40 — K + 1. Next, we apply the ReLLU activation function to



introduce non-linearity and capture complex patterns in the
data. ReLU is defined by the next equation:

f(x) = max(0, z) 3)

Finally, we perform a max pooling operation to reduce the
spatial dimensionality of the feature maps while retaining the
most important features. It divides the feature maps into non-
overlapping regions and takes the maximum value within each
region. The max pooling operation is defined as follows:

Max pooling is a downsampling operation commonly used
in convolutional neural networks (CNNs) to reduce the spa-
tial dimensionality of feature maps while retaining the most
salient features. Let’s describe the MaxPoolinglD operation
mathematically:

Given an input sequence or feature map of length N,
the Max Pooling 1D operation divides the input into non-
overlapping regions or windows of a specified size and takes
the maximum value within each window. The operation can
be defined as follows:

yli] = max(xfi-s:i-s+k]) 4)

where y[i] represents the output value at position ¢ in the
downsampled feature map, s is the stride, which represents
the step size for moving the window, and k is the size of the
window.

Gradient Reversal Layer: Gradient Reversal Layer (GRL)
is proposed in [7]], it does not modify the input data in the
forward propagation. However, in the backpropagation GRL
takes the gradient from the subsequent layer and flips its sign
(by multiplying the gradient with -1) before passing it to
the preceding layer. Our objective is to extract features from
source and target instances such that these features appear to
come from the same distribution. In other words, we want
to extract features that are not affected by the difference
in domains between the source and target instances. This
means that features should have the same distribution in
both domains. We achieve this by maximizing the domain
classification loss for the features extractor while minimizing
the domain classification loss for the domain classifier.

Class and Domain Classifiers: Our objective function min-
imizes both the label classifier loss and the domain classifier
loss. In order to compute the label classifier loss, we use the
focal loss proposed in [17]. We define the label classifier loss
by the following equation:

focal_loss(x,y) =

1 5)
N Za x (1 —exp(—CE,)) x CE,
n=1

where x is the predicted probabilities, y is the target, o and
~ are tunable parameters, N is the batch size, and CE is the
unreduced cross entropy loss defined as follows:

CE(z,y) = {CEy,CE,,...,CEN}",

B ilog < exp(Tn,c) ) y (6)
c=1 chzl exp(Tn,q) "

CE,

TABLE I
CONVOLUTIONAL LAYERS HYPER-PARAMETERS

Layer 1 | Layer 2 | Layer 3
#neurons 64 128 256
kernel size 3 3 3
stride 1 1 1
padding 1 1 1
pool kernel size 2 2 2
pool stride 2 2 2

where C' is the number of class labels.

Similarly, we define the domain classifier loss as the binary
cross-entropy loss since we consider only two domains (source
and target). It is defined as the following:

domain_loss =

1 & (7)
-5 Z Yn X log(x,) + (1 — yp) x log(1 — x,)
n=1

Consequently, we define the global loss function as the sum
of the labels classification loss and the domain classification
loss. The next equation provides the global loss:

global_loss = focal_loss + domain_loss ()

IV. EXPERIMENTAL RESULTS

In this section, we evaluate the performance of our domain
adaptation method for NIDS. We present all the necessary
information, including datasets, experimental settings, and
performance evaluation.

A. Datasets

We used three datasets to evaluate domain adaptation for
NIDS, namely the two well-known datasets USTC-TFC201¢[']
and CIC-IDS2017 [9]], and CUPID [10] a new dataset that
contains both scripted and human-generated attack traffic. We
split the datasets into three sets training (66,67%), validation
(16,67%), and testing (16,67%). We divide all datasets into
train validation and test set. Since the datasets are designed
for multiclass classification, we map the problem into a binary
classification task by considering all attacks as one-class
attack. We should notice that the authors of these datasets
provide pcap files, thus we perform flow features extraction
leveraging NFStream.

B. Experimental Settings

In this work, we use Python and its machine learning
libraries including PyTorch, PyTorch Lightning, Numpy, Pan-
das, and Transfer Learning Library [18]], [[19] to perform
all experiments. All these experiments were run by the
African SuperComputing Center HPC service, supported by
Mohammed VI Polytechnic Universit

Our features extractor is composed of three convolution lay-
ers that contain 64, 128, and 256 neurons, respectively. Table
presents all the hyper-parameters concerning the convolutional

Uhttps://github.com/yungshenglu/USTC-TFC2016
Zhttps://ondemand.hpc.um6p.ma/
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TABLE 11
PERFORMANCE EVALUATION OF THE SAME MODEL TRAINED ON THE SOURCE DATASET AND TESTED WITH TWO DIFFERENT DATASETS

Test Dataset
USTC-TFC2016 CIC-IDS2017 CUPID
Source Dataset Accuracy | Fl-score DR FDR Accuracy | Fl-score DR FDR Accuracy | Fl-score DR FDR
USTC-TFC2016 99.99% 99.99% | 99.99% 0.00% 20.21% 2997% | 98.12% | 82.31% 23.70% 34.38% | 94.70% | 79.00%
CIC-IDS2017 55.96% 3.13% 1.59% 6.86% 99.57% 98.76% | 97.64% 0.09% 81.90% 43.70% | 33.28% | 36.38%
CUPID 54.11% 0.14% 0.07% | 97.53% 86.14% 56.29% | 51.26% | 37.60% 94.34% 84.50% | 73.18% 0.02%
TABLE III

PERFORMANCE EVALUATION OF DOMAIN ADAPTATION METHOD WHERE THE SOURCE DATASET IS USTC-TFC2016 AND THE TARGET DATASETS ARE
CIC-IDS2017 AND CUPID. THE UNSEEN DATASET EVALUATION PRESENTS THE MEASURES OBTAINED WHEN TESTED ON A DIFFERENT DATASET WHICH
IS NOT SOURCE OR TARGET.

Source dataset evaluation Target dataset evaluation Unseen dataset evaluation
Target Dataset | Accuracy | Fl-score DR FDR Accuracy | Fl-score DR FDR Accuracy | Fl-score DR FDR
CIC-IDS2017 99.88% 99.86% | 99.84% | 0.12% 63.29% | 46.70% | 92.42% | 68.75% 25.34% 32.29% | 84.36% | 80.03%
CUPID 99.84% 99.82% | 99.82% | 0.17% 21.38% | 29.89% | 96.28% | 82.31% 47.05% 2991% | 53.53% | 79.25%

layers. We represent features in a 1024-dimension space and
we use the Adam optimizer [20] with a 0.001 learning rate
to optimize the model parameters. We also set the focal loss
parameters vy and « to 2 and 0.25 according to the original
paper results [8]. It is important to mention that we keep the
default parameters of NFStream except for the idle timeout
which we have changed to 180 seconds.

We evaluated the domain adaptation method for NIDS
according to measures that are well-suited for cybersecurity,
including Accuracy, Fl-score, Detection Rate (DR), and False
Detection Rate (FDR). We describe these measures as the
following:

TP+TN
TP+TN+FP+FN

where T'P are true positives, T'N are true negatives, F'P are
false positives, and F'N are false negatives.

Accuracy =

P c's‘on*Tip

recisi = TP+ FP
TP

DR= ———

R TP+ FN

Fl—score—QXPTeCiSionXDR
" Precision + DR

FP

FDR= ——+——

R TP+ FP

the FFDR measure presents the ratio of security operators’
time misspent in tracking false alerts which can consume a
large amount of time and resources.

C. Performance Evaluation

Prior to presenting the results of our domain adaptation
method for NIDS, we evaluate the performance of our label
classifier on unseen datasets. Table [lI| presents the performance
of the same model trained without adaptation and evaluated
with data sampled from the same training distribution and
data sampled from different distributions. We highlighted the
F1 — score and F'DR on unseen datasets, it is clear that the
model performs poorly on unseen datasets.

Next, we evaluate the performance of the domain adaptation
method. In order to measure the performance of our method
according to various scenarios, we designed a specific evalua-
tion template. This template consists of considering one dataset
as the source domain, one dataset as the target domain, and
one dataset as the unseen domain. For instance, the USTC-
TFC2016 dataset is the source domain, the CIC-IDS2017
dataset is the target domain, and the CUPID dataset is the
unseen domain.

Table presents the obtained results when considering
USTC-TFC2016 as the source domain. First, we notice that the
performances improve slightly for both target domains CIC-
IDS2017 (from 29.97% to 46,70% F1-score and from 82.31%
to 68.75% FDR) and CUPID (from 34.38% to 56.29% f1-score
and from 79.00% to 37.60% FDR). However, the performances
related to the unseen datasets didn’t change.

In the next evaluation, we train the model with the CIC-
IDS2017 source domain. Table [[V] gives the scored measures
in both cases where we use the other two datasets as target
domains, independently. The performances did not improve for
both target domains USTC-TFC2016 (from 3.13% to 2.56%
Fl1-score and from 6.86% to 71.02% FDR) and CUPID (from
43.70% to 56.29% f1-score and from 36.38% to 37.60% FDR).
However, the performances related to the unseen datasets
didn’t change. Thus, the domain adaptation in this scenario
(CIC-IDS2017 as source domain) didn’t work.

In the last evaluation, we set the CUPID dataset as the
source domain. Table |V| depicts the obtained performance of
the domain adaptation method. The performances improved
for the USTC-TFC2016 target domain (from 0.14% to 36.74%
Fl-score and from 97.53% to 12.47% FDR). However, the
performances slightly dropped for the CUPID target domain
(from 56.29% to 53.87% f1-score and from 37.60% to 46.82%
FDR). In addition, the performances related to the unseen
datasets didn’t increase.

Given the results presented in the Tables and [V]
we show that domain adaptation based on gradient reversal
layer can improve in some cases the performance. However,
this improvement is still poor and we need to study further



TABLE IV
PERFORMANCE EVALUATION OF DOMAIN ADAPTATION METHOD WHERE THE SOURCE DATASET IS CIC-IDS2017 AND THE TARGET DATASETS ARE
USTC-TFC2016 AND CUPID. THE UNSEEN DATASET EVALUATION PRESENTS THE MEASURES OBTAINED WHEN TESTED ON A DIFFERENT DATASET
WHICH IS NOT SOURCE OR TARGET.

Source dataset evaluation Target dataset evaluation Unseen dataset evaluation
Target Dataset Accuracy | Fl-score DR FDR Accuracy | Fl-score DR FDR Accuracy | Fl-score DR FDR
USTC-TFC2016 99.48% 98.48% | 97.68% | 0.70% 54.44% 2.56% 1.34% | 71.02% 79.81% 10.56% | 5,65% | 18.91%
CUPID 99.34% 98.11% | 98.89% | 2.66% 81.85% | 39.56% | 28.15% | 33.49% 56.44% 522% | 2.68% 4.68%
TABLE V

PERFORMANCE EVALUATION OF DOMAIN ADAPTATION METHOD WHERE THE SOURCE DATASET IS CUPID AND THE TARGET DATASETS ARE
USTC-TFC2016 AND CIC-IDS2017. THE UNSEEN DATASET EVALUATION PRESENTS THE MEASURES OBTAINED WHEN TESTED ON A DIFFERENT
DATASET WHICH IS NOT SOURCE OR TARGET.

Source dataset evaluation Target dataset evaluation Unseen dataset evaluation
Target Dataset Accuracy | Fl-score DR FDR Accuracy | Fl-score DR FDR Accuracy | Fl-score DR FDR
USTC-TFC2016 93.85% 83.03% | 71.24% | 0.50% 64.22% | 36.74% | 23.25% | 12.47% 82.78% 59.58% | 72.91% | 49.63%
CIC-IDS2017 94.12% 83.81% | 72.17% | 0.07% 83.73% | 53.87% | 54.58% | 46.82% 52.25% 1.80% 0.98% | 88.89%
methods for knowledge transfer in the context of NIDS. The  [3] S. Layeghy, M. Baktashmotlagh, and M. Portmann, “Di-nids:

results also reveal that our domain adaptation method for NIDS
didn’t catch invariant features since it failed to generalize to
unseen domains. These findings approve that building a model
for various domains related to NIDS is still a challenging task.

V. CONCLUSION AND FUTURE WORK

In conclusion, this paper contributes valuable insights into
the potential of domain adaptation in the field of NIDS. First,
we represented flows as images based on raw packets and
NFStream. Next, we extracted features using 1D convolutional
neural networks. Then, we performed domain adaptation and
label classification using gradient reversal and focal loss.
Finally, we performed various evaluations to measure the
performance of the proposed method. We leverage three pub-
licly available datasets USTC-TFC2016, CIC-IDS2017, and
CUPID, and well-suited metrics (DR and FDR) for network
intrusion detection. The results show the need for new studies
and works that investigate domain adaptation for building
NIDS. By addressing the limitations of traditional supervised
learning paradigms and embracing domain adaptation tech-
niques, we believe that NIDS can forge ahead as a robust and
proactive line of defense against the ever-evolving landscape
of cyber-attacks, safeguarding critical networks and ensuring
the integrity of sensitive information.

In future work, we plan to continue our journey and evaluate
new domain adaptation methods for NIDS. Moreover, we
project to use different features and study their impact on
domain adaptation-based NIDS.
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